SWIP Management for Wholesale Customers

ARIN has established new rules regarding the preservation of the delegation hierarchy on ARIN’s Whois database.  All CenturyLink™ Wholesale Customers will need to submit SWIP emails to ARIN with end-customer information.  The most efficient solution is to attach this email process onto your customer database, so that fields in the email can pull directly from your customer database tables.

“SWIP” stands for “Shared WhoIs Project”, and it is an acronym that represents the process of reassigning or reallocating the use of an IP block or address to another entity and e-mailing this information back to ARIN for proper record keeping and population ARIN’s Whois server.  Per ARIN policy, CenturyLink (or any other Tier 1 ISP) is responsible for managing their section of the IP big-block that is direct-allocated to the ISP from ARIN.   In turn, it is the responsibility of CenturyLink’s Wholesaler to properly SWIP IP blocks and addresses to the proper end user-customer.   There are two types of SWIP: a Reassign-SWIP and a Reallocate-SWIP. A Reassign-SWIP is a SWIP of an IP block or address to an end user-customer for their use.  A Reallocate SWIP often involves a block of IP addresses that are Reallocate SWIPPED to a Wholesaler for management. Reallocate SWIPs also allow the Wholesaler to submit downstream Reassign SWIPS to ARIN for the true end user-customer, something not permitted for regular Reassign-SWIPS.  When CenturyLink assigns an IP block to a wholesale order, CenturyLink will send a Reallocate-SWIP email to ARIN letting them know that the IP block has been SWIPPED to the Wholesaler.  .   CenturyLink is in the process of automating the Reallocation-SWIP email to ARIN but for now, this is still a manually-worked process.  The Wholesaler will need to confirm that the IP block was properly SWIPPED to them, recognize an incorrectly-SWIPPED record .and follow the process described in (F) below if CenturyLink needs to repair a SWIP to you.  This step and the entire process are itemized below.
The delegation hierarchy on ARIN Whois server is built as follows:

. ARIN (direct-allocates the big-block to CenturyLink)

. . CenturyLink (Reallocate-SWIPS the block to the Wholesaler)

. . . Wholesaler (Reassign-Simple-SWIPS the block to their true end user end-customer)


. . . . End user-customer (SWIPPED by Wholesaler)

Each Wholesaler will need to follow the process below, to integrate your databases with ARIN’s new hierarchy requirements:

A - Create an Org ID (or confirm an existing Org ID) on ARIN’s server.  Your Wholesaler Org ID should contain your corporate contact information, such as company name, street address, city/state/zip, 24/7 Operation Center phone/email information, abuse contacts, and all other relevant point-of-contact (POC) information.  To create an Org ID, fill out the “org.txt” file from the following website:

https://www.arin.net/resources/request/org.html
B - Create an ARIN Online account.  Visit www.arin.net, and in the upper-left corner, create a new ARIN Online account with username/password.
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1 In Web Account (along the left column), click "Create API Key".  Then “Associate Email” to your POC email.  To create an API Key, follow this link:  https://www.arin.net/features/api_keys.html
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An Application Programming Interface Key, or 4P| Key, is a secret code that can be used to identify yourselfto ARIN
when you interact with us. You create an 4P| Key in ARIN Online, and then use the key in interactions with ARIN
outside of ARIN Online.

Initlly, API Keys wil be for ARIN Online account holders who have signed the Bulk Whois Acceptable Use Policy and
are accessing copies of bulk Whois data and bulk POC validation data. Authorized users will be able to easily obtain
copies of the bulk data through simple GET calls incorporating the API Key generated

In the future, you'l be sble to include your AP Key in e-mail templates and in RESTHul calls to make requests and
manage records that you are authorized to change. Your ARIN Online account must be linked to 3 POC authoritatve to
make these requests.

Use the “Create API Key” button below to generate an API Key for your ARIN Online account
Once you have an API Key, you can

© Use the “Deactivate” link below to remove an API Key/ARIN Online account association.
© Use the “Associate E-mail”link below to associate a specific e-mail address with the API Key. This feature may
be of benefitto youif your company cannot easily ransition from or change your e-mail template submissions.

ACTIVE APIKEYS Create API Key





2 In POC Records, link to your primary Org POC handle.  This POC handle ends in ‘-ARIN’.
3 In Organization Data, list all of your Org ID(s).

C – Once you have created your API Key, next you can build a SWIP email from the SWIP templates. 

1 - Across the top row, go to Number Resources | Manage Resources.
2 - Under Report Reassignments, click "Instructions for SWIP".

D - The Version5 SWIP templates are located here at:


https://www.arin.net/resources/request/reassignments.html#swip

    They apply to both IPv4 and IPv6 blocks.

E - As a CenturyLink Wholesaler, you should go to "IPv4-IP6 Reassign-Simple" template.  Please read through this text file for Reassign Simple, and remember to include your new API Key in Field 00.  On a blank email, build your SWIP email as follows:
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hostmaster @arin.net;

Subject: | (amything you like here, we use IP block, drcult ID for identification)

Template: ARIN-REASSIGN-SIMPLE-5.0
*+ A of March 2011
++ Detailed instructions are located below the template.

00. RPI Xe!

01. Registration Acvion (NM, or R):
03, Network Name:

03. Ip Adaress and Prefix or Range:
04 origin AS:

05. private (tes or o):

06. Customer Name:

07. Cuscomer Address
07. Customer Address:
08 Customer Cicyil

05! Customer state/Province:
10, Customer Postal Code
110 Customer Councry Code
120 Pusiic Comments:

=MD OF TEMPIATE





Remember to delete any signature files you have; the computer that receives this email will reject it if the body contains any additional alphanumeric code after the “END OF TEMPLATE” string.
Also for IPv6 blocks, there is a text file called “IPv6 Reassign” that behaves in the same manner.

F - Check ARIN Whois and first confirm that CenturyLink has successfully Reallocate-SWIPPED the block in question to the correct downstream Org ID.  If you type in the IP block in the ARIN main page, upper right corner, and you open CenturyLink  SWIP, and the “Net Type” row says anything OTHER than Reallocated, send an email to ‘ipadmin@ centuryLink.com’ with your details, and we will repair the SWIP.  Only “Net Type: Reallocated” SWIP records can be SWIPPED by the downstream Wholesaler.
For example, look six (6) rows down for “Net Type: Reallocated”:
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See Also Related delegations.




Also you need to confirm that we have Reallocated-SWIPPED the correct block/mask to the correct Wholesale Org ID.  In this example, CenturyLink has successfully Reallocated-SWIPPED the block/mask of 65.121.114.104/29 to the correct Wholesale Org ID of [AIRES-647].
G - Once you confirm that this block is correctly reallocated to your Org ID, then compose a new Reassign-Simple SWIP and send it to 'hostmaster@arin.net'.

In accordance with ARIN (https://www.arin.net/knowledge/rfc/rfc2071.txt) and CenturyLink Policy, all IP Addresses assigned or allocated by CenturyLink  to an end-user (customer or ISP) shall be considered “non-portable” and will be reclaimed by CenturyLink upon service termination.
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